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Consumer concerns



’Consumer concerns’ with RFID

A RFID Tag has a completely unique ID
A RFID Tag will answer with it’s ID to any RFID reader
A RFID Tag can be so tiny that it’s not visible to the Consumer 
The Consumer can not detect the RFID Tag’s ID being read
If the RFID Tag’s ID of a product once has been linked to a person (i.e. 
in clothes) the person can be indirectly identified (“Spy Chips”)

Communication between RFID Tag and reader can be eavesdropped
Communication between RFID Tag and reader can be recorded and 
later replayed
Communication between RFID Tag and reader can be manipulated 
(“man in the middle attack”)

A RFID Tag can relatively easy be copied (cloned)
Data stored on a RFID Tag can be read by others
Data on a RFID Tag can be over written by others



RFIDsec

RFIDsec founded 2005

Based upon unique Danish 
innovation 1999 - 2004

Scientific Paper on RFID October 
2004

Peer Reviewed November 2004

First Concepts launched June 
2006

First products launched 
September 2007



Traditional consumer goods
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RFID Tag is in Public Mode using the EPC
or similar as a unique product identifier

RFID Tag is in Secure Mode
with no unique product identifier

Set RFID tag into ’Privacy Mode’:
• Call back to Product Manufacturer using URL 
from the RFID tag
• Use a service the Product Manufacturer has 
set up on the web to set tags into Privacy Mode
• Have the key transfered to the Product 
consumer via PDA, Mobile, paper or other
• The new owner can see all keys on the RFID 
tag



When in Privacy Mode

The RFID tag will only answer to authorised requests
The Owner (the consumer) can use the Owner key to 
access the  RFID tag

Read/Write/Update/Delete information
The Owner can add new keys which tell nothing about 
the product
The Owner can allow others to access the RFID via 
keys
Even with a key, it would not be possible to recognize 
a certain RFID, hence unwanted tracking is avoided



Benefits for everyone

Product Manufacturer can get information from POS

Even with sophisticated technology a counterfeiter can 
not make a clone

Retailer can let the RFID tag be alive after POS

The End Customer can have RFID based post-sales 
services



The RFIDsec world…

Ownership / Access Management
Differentiated access / context specific information

Protection: Threats/Vulnerabilities
-Counterfeit

-Theft

Logistics

-Authentication
-Tracing
-Tracking

After Sales

-Warranty
-Home Medication

-Resell
-Recall
-CRM
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Next Generation / “RFID 2.0”

Dumb 
Tags

Average $ 
Value per Tag

Dumb Tags 
+ Tracking 

Dumb Tags 
+ Tracking 
+ e Pedigree S/W

Smart Tag
+ Secure Data Access 
+ Tracking 
+ e Pedigree S/W 

RFID Tag Evolution

Intelligent 
Products

http://www.itu.int/publications/folderdetails.aspx?lang=e&folder=S-POL-IR.IT-2005&menu=categories


RFID 1.0
Intelligent barcode
Static
Single purpose
One Access Point
Auto ID
Limited security
Use in Supply Chain

RFID 2.0
RFID as a computer
Dynamic
Context aware
Multiple Access Points
Collaborative usage
Rich security
Use in full Product Life 
Cycle

From ”RFID 1.0” to ”RFID 2.0”



RFID 2.0 Article



EU Consultation 2006-2007
The Commission concluded from the initial analysis of public consultation results that:

It is necessary to develop an effective set of European rules, 
based on transparency and choice, to support the development of 
RFID;

Particular effort needs to be invested in explaining the risks and 
benefits of RFID to the general public;

The issue of privacy needs to be seriously addressed, in 
particular through ongoing research into privacy enhancing 
technologies.

Commissioner Reding also highlighted the need to act on a global scale and renewed 
her commitment to strengthening international dialogue on RFID.

© European Communities 2006
Reproduction is authorised provided the source is acknowledged.
The views expressed are not an official position of the European Commission



Privacy Enhancing Technologies

The Technology has to be designed in a way which 
enables the user of the technology to be in complete 
control of information

This has not earlier been a significant design criteria

If users in generel continue to ’live with the 
disadvantages’ we will never get any further!

RFIDsec is a private funded company, which has 
invested a significant amount to show that it’s possible 
.... 



In stead of just talking ...

Pilot Projects:
Carl Hansen (Designer Furniture)
DGM (Dangerous Goods)
TagVision (Libraries)
Asset Management

Reusable Containers
Aviation Industry
Military
Pharma
”Consumer Privacy” with partners



Carl Hansen



Dangerous Goods

RFIDsec Partner DGM-SS using RFIDsec secure tags 
for Dangerous Goods Management



Dangerous Goods



TagVision (Libaries)

Using RFIDsec secure tags for libraries

Prime reason: the RFID Tags can remain silent when outside the Library!



InternetInternet

Brand Manufacturer Brand Reseller

Private Customer

Police
Auction House

RFID based ”Lost & Stolen” & ”Anti Counterfeit”

Insurance Company

Institutional Customer

Anti Counterfeit
Task Force
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Thank You

Questions ?

RFIDsec
Rued Langgaardsvej 7, 5te
DK-2300 S Copenhagen
Telephone: +45 39169444
E-mail: info@rfidsec.com
Web: www.rfidsec.com
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