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Spychips: How Major Corporations and
Government Plan to Track Your Every
Purchase and Watch Your Every Move
by Katherine Albrecht and Liz McIntyre

E N == click here to order the new paperback...

N I N ET == click here to learn more about the
El GHTV- FOUR other books in the "Spychips" series...
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'Consumer concerns’ with RFID RFIDsec ))\}.

A RFID Tag has a completely unique ID

A RFID Tag will answer with it’'s ID to any RFID reader

A RFID Tag can be so tiny that it's not visible to the Consumer
The Consumer can not detect the RFID Tag'’s ID being read

If the RFID Tag’s ID of a product once has been linked to a person (i.e.
in clothes) the person can be indirectly identified (“Spy Chips”)

Communication between RFID Tag and reader can be eavesdropped

Communication between RFID Tag and reader can be recorded and
later replayed

Communication between RFID Tag and reader can be manipulated
(“man in the middle attack”)

A RFID Tag can relatively easy be copied (cloned)
Data stored on a RFID Tag can be read by others
Data on a RFID Tag can be over written by others
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Zero-knowledge Device Authentication:
Privacy & Security Enhanced RFID preserving
Business Value and Consumer Convenience

= Based upon unique Danish
iInnovation 1999 - 2004 S —
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= Scientific Paper on RFID October
2004

= Peer Reviewed November 2004

" First Concepts launched June
2006
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= First products launched
Sepfmber 2007




Traditional consumer goods RFIDsec ))\).

Product Product Product Product
Manufacturer Wholesales Retail Sales Consumer

RFID Tag is in Public Mode using the EPC RFID Tag is in Secure Mode
or similar as a unique product identifier with no unique product identifier

Set RFID taq into 'Privacy Mode'.
 Call back to Product Manufacturer using URL

from the RFID tag
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» Use a service the Product Manufacturer has
set up on the web to set tags into Privacy Mode
* Have the key transfered to the Product
consumer via PDA, Mobile, paper or other

e The new owner can see all keys on the RFID
tag




When in Privacy Mode RFIDsec ))\}.

= The RFID tag will only answer to authorised requests

= The Owner (the consumer) can use the Owner key to
access the RFID tag

= Read/Write/Update/Delete information

= The Owner can add new keys which tell nothing about
the product

= The Owner can allow others to access the RFID via
keys

= Even with a key, it would not be possible to recognize
a certain RFID, hence unwanted tracking is avoided
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/
= Product Manufacturer can get information from POS

= Even with sophisticated technology a counterfeiter can
not make a clone

= Retailer can let the RFID tag be alive after POS

= The End Customer can have RFID based post-sales
services
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The RFIDsec world...
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Protection:; Threats/Vulnerabilities

-Counterfeit
-Theft

-~

Loqistics

-Authentication
-Tracing
-Tracking

-
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After Sales

-Warranty
-Home Medication
-Resell
-Recall
-CRM
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Consumer
Space

Ownership / Access Management

Differentiated access / context specific information
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Next Generation / “RFID 2.0 RFIDsec )

Intelligent
Products .

Average $
Value per Tag

A

Smart Tag
+ Secure Data Access
+ Tracki_ng The 'I"t’fiﬁ'&'s of
+ e Pedigree S/W

Dumb Tags
+ Tracking
+ e Pedigree S/W

Dumb Tags

Tracking
Dumb

Tags
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RFID Tag Evolution



http://www.itu.int/publications/folderdetails.aspx?lang=e&folder=S-POL-IR.IT-2005&menu=categories

From "RFID 1.0” to "RFID 2.0” RFIDsec ))\).

Cycle

RFID 1.0 RFID 2.0

= |ntelligent barcode ==sp = RF|D as a computer

= Static mmmsp ® Dynamic

= Single purpose === = Context aware

" One Access Point ===p = Multiple Access Points

= Auto ID ====p> ® Collaborative usage :

= Limited security mmmisp = Rich security ;

= Use in Supply Chain === = Use in full Product Life 3
|
_
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RFID 2.0 Article RFIDsec )P
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Design patterns and Business Models for a New
Generation of RFID Solutions.

Henrik Granau
13117007

Market expectations. that widespread deployment of RFID for item-level tagging would by now be
comrnonplace are being viewed a5 sxsgoerated by some industry watchers.

Howevar, & Geoffrey Mocre ["Crossing the Chasm®™) and others have aobserved, "bubbles” and
their consequent shaksout are & natural process for most nev technologies. Shakeouts typically
miark the point at which an emerging technology i ready to take off. Cayton Christersen ("The
Inrovatars Dilenma®) highlights how truly impartant bresktbrough, "dsruptive’, technelogies are
cften rejected initially by mainstream oustomers.

Could it b= that the early dsappointments with expectations for itenrlevel tagging now mark

& tuming point for RFID? RFIDSec and cur global pariners believe that RFID technology is row
mane important than ever, We See svdting new possibiites, based on the new generation of RFID
Solutions™ or "RFID 2.0.7

Akhaugh the term "Web 207 suggests & new versian of the Web, it doss rot mply an updats to
any tedhnical specifications, but to changes in the veays that developers and end-users can now
ume the Wb, moving from pure conbent provision to collaborative development of cortent.

With RFID, it is different. In addition to changes in the ways that deveopers and end-users can
u=e AFID technalogy, "RFID 2.07 will require enhanced security in the AFID Tags and in the
comrnunication betwesn Fesder and RFID Tag.

This articke is an attempt to clarify just what we at RFIDsec mean by "RFID 207, the new
peneration of RFID Schticns.

Today's perspective

Akhough the principles of RFID technology are more than 50 years old, RFIDsec considers that
the AutolD Labs ard EPCglobal initistives, driven primarily by WallMart and Dol mark the
besginniryg of the widespresd use of RFID tachnodogy.

In meany cases it & shll hard for manufacturers bo justify an investment in RFID. When the foous is
cften anly on repladng barcodes, the manufadurer has to camy the bulk of the costs, while the
benefits are spread over the entire supply chain. This is seen as a major inhibitor bo widespread
adaption of RFID techinelogy, &t least until the invalvement of the large retailers,

The lack of valume demand means & relatively high unit production cost of RFID tags, further
lirmiting sconomic busiress cases for RFID. A variety of BFID implemeantations, based upon warious
stardards, typically specifying just the lower level, Bechnical commurnication interfaces, is a further
chetsde to widespresd sdoption and significant volumes,

RFlDsec ApE - CVR 29183158 - Rued Langpaardseej 7, DE-2300 Kpbenhorn 8 - +43 35 160 444
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EU Consultation 2006-2007 RFIDsec )) D

The Commission concluded from the initial analysis of public consultation results that:

= |tis necessary to develop an effective set of European rules,
based on transparency and choice, to support the development of
RFID;

= Particular effort needs to be invested in explaining the risks and
benefits of RFID to the general public;

= The issue of privacy needs to be seriously addressed, in
particular through ongoing research into privacy enhancing
technologies.

Commissioner Reding also highlighted the need to act on a global scale and renewed
her commitment to strengthening international dialogue on RFID.

© European Communities 2006
Reproduction is authorised provided the source is acknowledged.
The views expressed are not an official position of the European Commission

i




Privacy Enhancing Technologies RFIDsec ))\}.

= The Technology has to be designed in a way which
enables the user of the technology to be in complete
control of information

= This has not earlier been a significant design criteria

= |f users in generel continue to ’live with the
disadvantages’ we will never get any further!

» RFIDsec is a private funded company, which has
Invested a significant amount to show that it's possible




In stead of just talking ... RFIDsec )

= Pilot Projects:
= Carl Hansen (Designer Furniture)
= DGM (Dangerous Goods)
= TagVision (Libraries)
= Asset Management

= Reusable Containers

= Aviation Industry

= Military

= Pharma

= "Consumer Privacy” with partners
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Carl Hansen
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Fyens Stiftstidend

Chip som vaben
mod mabeltyve

Aarup-virksomheden CarlHansen & Son
bygger sladrehank ind i designklassikere

AF CHARLOTTE PEDERSEN
thapEfyersdk

Mabelfabrikanten Carl Han-
sen & Son | Aarup tager som
den forste mebelfabrikant i
Danmark en kryprerer chip i
brug 1 kampen mod grve med
hang ol design-ikoner.

Aaropvirksomheden  er
kendt for sin produkoon af
eksklusive  Wegner-mebler,
der seelger overordenligt godt
i forretingerne, men ogsd er
sterkr eftertragrede 1 den kri-
minelle verden.

- L. april begyndervi at byg-
ge en lille chip ind 1 de dyreste
afvoresmabler. Chippen ersi
lille, ar den ikke kan ses, men
den er krypteret og kan akn-
veres med et serligr apparar,
hvis man stir rre-seks meter
fra den. Viregistrerer mabler-
ne pd edb, og pi den mide vil
vi kunne fi vished for, om det
er et af vores originale mab-
ler, siger direkror Knnd Erik
Hansen, hvis virksomhed ved
julend fik spfler et anseeligr
part Wegner-klassikere fra et

lager i Nyborg,

Nogle af meblerne wvar
nummererede ubilEums-ud-
gaver, tyvenet leb op i en halv
million kroner, og meblerne
er pist forsvundet

- Tyverier var dét, der gjor-
de udslager til, atvi tager den
herteknologi i brug. Med den
héber vi at lunne demme op
for bide tyverier og kopier.

- Chippen kreever en del
edb-udvikling og administra-
ton, Men N prever vi, of
meningen er, at det skal blive
en fast del af produktionen,
faseslir direkraren, hvis virk-
somhed har oplever si stor
eftersporgsel pd mebelklassi-
kerne, at den 1 lobet af de se-
neste fem dr har 10-dobletsin
omsening,

L SEKTION SIDE 2 »

Wegner -
nu med chip

CarlHansen & Sgni Aarup blev laenset for
designklassikere til en halv milion - nu udstyrer
fabrikken som den farste mgbelfabrikant i
Danmark sine mabler med krypteret chip

litet.. Kan sarnmenszettes efter behov. Flere farver og stoftyper.
sude og armbord. 16750,

= Nu forseger vi at daemme op for tyverler og kopler, siger direkter Knud Erik Hansen fra Carl Hansen & Sen. FOTO: ¥ILMAZ FOLET

Den er krypteret, den koster
en earo (7,50 kroner), og den
ermehelfabrikanternessidste
nye sverd i kampen mod mo-
beltyve og kopi- pirater.

1. april begynder Aarup-
virksomheden Carl Hansen
& Son som den forste mobel-
fabrikant i Danmark ac bygge
en lille chip ind i de dyreste af
sine Wegner-klassikere, som
ikke blor den dw&ng]ade
forbruger, men ogsi den kri-
minelle verden har set sig lun

pd.

Tyverier og kopier er et sta-
digr stigende problem i ma-
belbranchen,og da Carl Han-
sen & Sen ved julend blev
lnset for designklassikere
for en halv million, bleste di-
rektor Knud Erik Hansen tl
angreb.

- Nu forssger vi at demme
op for tyverer og kopier. [
farste omgang indbygger vi
en chip i de storste af vores
mahler, si vi - hvis vi kom-
mer i naerheden af er af vores
sjiilne mabler - kan finde ud
af, om det er en afvores regi-

strerede originaler Chippen
kan akfiveres, hvis man stir
inden for tre-seks merter af
mablet, og det er i hvert fald
forsaget verd, siger Enud
Erik Hansen.

Umulig at kopiere

Den danske mebelbranche
har i adskillige ir ledt efter
en felles, reknologisk t)rven—
s1knrlg, men selv om tyverier

iber om si
da end.nu ikke fielles fogas]ag
i branchen, og nu tager Carl
Hansen & Son forste skridt
pé egen hind.

Virksomheden har  kebt
chippen af den danske virk-
somhed RFIDsec, og fidusen
ved den nye teknologi er, at
chippen er krypterer.

- Denindeholder et krypte-
retomride, sivi tl enhver id
kan se, om det er et af vores,
originale mobler. Tyvene kan
gode kopiere chippen, men
si kan vi se, at den er kopie-
ret. De kan ikke pille ved den
kryprerede del, siger Per La-
bori, it-chefhos Carl Hansen

& Sem.

Der fynske initiaov bli-
ver fulgt med spending hos
blandt andre Friw Hansen
A/S, der bruger millioner af
kroner pd art sikre sine meb-
ler, hvadenten det er mod pi-
ratkopier eller tyverier.
Regkanoner
Friz Hansen har en omfat-
tende kollektion af de mest
eftertragtede das.l%'lere med
Arne Jacobsen og Poul Kjer-
ho]m som et par af frontago-
rerme.

- Carl Hansens initiativ vil
i helr sikkert falge. Chippen
er meget interessant, og det
er noget, vi overvejer, men pi
den lange bane. Pé den korte
har vi ikke wenkr os at bruge
chippen - vi venter pd det, vi
synes, er den rigige tekno-
logl, siger Jan Helleskov, pr-
chef hos Fritz Hansen, der
bruger andre metoder for at
tage modet fra lyssky elemen-
ter.

For en lille hindfuld r si-
den begyndre virksomheden

at give blandt andre Poul
Kjeerholm-meblerne  stel-
numre.

- Pii den méde kan vi spore,
om det er et af vores mabler.
Deet gor det svaert for tyvene.

- Hyvis en virksomhed feks
kaber et parti syvere, kan vi
ogsh forsyne stolene med et
firmalogo i ryggen, si tyvene
nermest skal bore 1 stoleryg-

en for at fi detvaek, siger Jan

eskov, hvis virksomhed
ogsi bruger regkanoner i sine
show-rooms.

Skulle en tyv smadre er
vindue i et showroom, bliver
bide han og meblerne ind-
hiylleti rag. Det sker i lobet af
30 selunder, og =i skal man
ikke bare vere langfingrer,
men ogsi overordentlig hur-
tig for at slippe af sted med
andet end en lang nese.

2
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Dangerous Goods RFIDsec )P

= RFIDsec Partner DGM-SS using RFIDsec secure tags
for Dangerous Goods Management

Tag-it to logistic '.r‘ ]
Tag-it from web *° 0

(¥

Tag-it to logistic [ |
Tag-it from web | !g

SOLUTIONS

SECURE RFID-tag TECHNOLOGY

We are connecting secure RFID-technology to logistics solutions

+truch driver, warehauie & sdotinist ratian!
-Dangentus Gaods dacu et and l6ak-up!
-AC/RDA B S rmiart phane 3alutionat

Dangeraus Gaods data sheet
Diréct weh |o0k-up far transfer to document,
Diract weh lsah-up o dungeraus Gaods data
- Parcel and tank carrier dirta,

Tranapart Module 1
€ lussification infarmition:

- ufter seiected UN number and far
- after Substance nane

* Drivérs chéch list:
- after 3elected UN Aumber in 10 caurtry 1angusges,

*Transpart energency cands:
- after aelected UN number in 42 cauntry languages,
- andl transfer b tranaport docurent,

We are connecting secure RFID-technology to logistics solutions

8

ecure RFID tag solutions.

Qur RFID Access Management application allows the tag owner
to control access — both read and write - to the RFID tag.

Our RFID Authentication application provides a trustworthy and
reliable authentication of the RFID tag and can be used as an
effective anti-counterfeiting measure.

Qur RFID solution can be integrated in existing IT systems or
implemented as a stand alone solution.

Our secure RFID solution can be integrated in supply chain
logistics.

L | Bt

Wasne
Handling

The key to
Security dﬁz’%

We are connecting secure RFID-technology to logistics solutions
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Dangerous Goods RFIDsec ) ) B

Cell 3.

Product data
Specification

Cell 6.

2 MSDS
Classification ot ot
Data

Cell 7.
Logistic
Wiaste s v .
Handling
Cell 8.

Customer
User manual




TagVision (Libaries) RFEIDsec ))\).

= Using RFIDsec secure tags for libraries

%

Book publisher

Library
Management

System (LMS)

N E NN EEREENEEN

Material handling

-
.

Prime reason: the RFID Tags can remain silent when outside the Library!
B
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Insurance Company

Brand Reseller

. . = ! Auction House
ti Counterfeit Police
ask Force
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Thank You RFIDsec )

® Questions ?

RFIDsec

Rued Langgaardsvej 7, 5te
DK-2300 S Copenhagen
Telephone: +45 39169444
E-mail: info@rfidsec.com

Web: v\w.rfidsec.com
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