
www.prime-project.eu
Page 1

ORGANIZATIONAL ADOPTION OF 
PRIVACY ENHANCING 
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Vision: Users can act securely and safely in the 
Information Society while keeping sovereignty of their 
private sphere

EU FP6 Integrated Project

http://www.prime-project.eu/
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CENTRAL QUESTIONS

• WHEN STARTS AN ORGANIZATION BOTHERING 
ABOUT PRIVACY

• WHAT FACTORS AFFECT AN ORGANIZATION’S 
DECISION TO INTRODUCE PET

• IS THERE IS AN ORGANIZATIONAL ADOPTION 
PROBLEM FOR PET?

• DRIVERS AND INHIBITORS FOR ADOPTION BY 
ORGANIZATIONS OF PET
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DEFINITI0N OF PETDEFINITI0N OF PET

PET IS A SYSTEM OF ICT PET IS A SYSTEM OF ICT 
MEASURES PROTECTING THE MEASURES PROTECTING THE 
INFORMATIONAL PRIVACY BY: INFORMATIONAL PRIVACY BY: 

1.1. ELIMINATING OR ELIMINATING OR 

2.2. MINIMIZING PERSONAL DATA MINIMIZING PERSONAL DATA 
OR  OR  

3.3. PREVENTING UNNECESSARY PREVENTING UNNECESSARY 
OR UNWANTED PROCESSING OR UNWANTED PROCESSING 
OF PERSONAL DATA, WITHOUT OF PERSONAL DATA, WITHOUT 
LOSS OF FUNCTIONALITYLOSS OF FUNCTIONALITY
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HYPOTHESIS

For the implementation of PET, certain maturity 
of the organization is required. It is highly 
unlikely that immature organizations will 
implement PET, let alone that these 
organizations have any awareness of privacy 
protection. The level of maturity for IAM is a 
strong indication for the introduction of PET in 
an organization.
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PRIVACY MATURITY MODEL

• “a staged structure of maturity levels, which defines the extent 
to which a specific process is defined, managed, measured, 
controlled and/or effective, assuming the organization 
develops and adopts new processes and practices, from which 
it learns, optimizes and moves on to the next level, until the 
desired level is reached.”

• Existing models: CMMi (SE Carnegie Mellon), Nolan Norton, 
INK (EFQM)….
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IAM topology with organization class 
segments for maturity
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GENERIC PRIVACY MATURITY LEVELS



www.prime-project.eu
Page 10

S- CURVES MATURITY IAM & PRIVACY

Maturity IAM 
Processes

Maturity Privacy 
protection

Decision area for further growth

Nolan Norton stages 
of growth model
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Towards a Typology: Which 
Organizations? 

High Level of Privacy 
Protection-

Develop

PRIME
Focus

Lower levels of 
Privacy Protection-

Develop

Lower Levels of 
Privacy Protection 

Applicable                

Ability

Need

Low High

Low

High
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Organizational Adoption of PET
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Literature Review

Studies by a.o. Rogers (2003) and Fichman (2000): Clusters of 
factors impacting adoption of IT based innovations.

PET Innovation 
characteristics

Internal Org. Char.

External Org Char.

Org. 
Adoption of 
PET

++ / -

++ / -

++ / -
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Results of Interviews and Case 
Analysis by category

Factor I: Characteristics of PET

Positive:
+ Relative Benefit
+ Role of advisory institutions

Negative:
– Costs 
– Compatibility
– Complexity 
– PET woven into business processes
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Results of Interviews and Case 
Analysis by category

Factor II: Internal Organizational Characteristics
Positive
+ Perception and level of awareness of privacy regulation 
+ Type of Data processed (e.c. risks incurred)
+ Individual Ties with advisory institutes 
+ Presence of Key persons 

Negative
- Complexity of organizational processes 
- Structure and size of the organization 
- Diversity in Information Systems 
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Results of Interviews and Case Analysis by 
category

Factor III: External Organizational Characteristics
Positive
+ Pressure by privacy legislation 
+ Existing offer of PET measures  

Negative
- Complexity of privacy law 
- Private versus Public organizations 
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QUESTIONS?

• Thank you
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