THE
END OF
PRIVALCY

Does Anybody Care?
The more we forfeit of ourselves

in exchange for services and information,
the less there is left to protect.

by Peter M. Ferenczi







WHAT IS PRIVACY?

*RIGHT TO ANONOMOUS?

*RIGHT TO BE LEFT ALONE?

HOME = PIACE TO BE LEFT ALONE?



PRELIMINARY CONCLUSIONS

PRIVACY: FUNDAMENTAL RIGHT:

CULTURAL SHIFT ON UNDERSTANDING
1S POSSIBLE

‘NEW TECHNOLOGIES CAN MAKE
TRADITIONAL RIGHTS OBSOLETE:
PRIVACY VICTIM OF THE TRANPARENT
21TH CENTURY INDIVIDUAL?



DHS US-VISIT-11/2006

SINCE JAN 2004 OVER 70 MILLION

R.MOCNEY: "HITS AGAINST THE
KNOWN TERRORIST DATABASE”

ONE INDIVIDUAL TAKEN INTO
CUSTODY

1644 DENIED ENTRY

362 MILLION (TWO FINGERPRINTS)
PLUS 80 MILLION)

2 BILLION FIVE YEARS AFTER 9/11



GAO-CONGRESS REPORT

 PRICE TAG IS SPIRALING UP
« NO MEANINGFUL EXIT CAPACITY



VIS SYSTEM

/0 MILLION

BIOMETRIC (EURODAC PRECEEDS
9/11)

VISA SHOPPING,IDENTIFICATON,
VERIFICATION

CENTRAL DATA BASE AT EU LEVEL
BIOMETRIC DATA=SENSITIVE
EUROPOL SUPERVISED ACCESS









UNITED STATES

EUROPEAN UNION

RIGHT TO PRIVACY

Fourth Amendment.

fundamental human

right
ENFORCEMENT government actions Data Protection
Authority.
GOVERNMENT Focus on government. corporate behaviour
SNOOPING
CONSUMER DATA the Fair Credit Reporting |the right to review data
COLLECTION Act collected and correct
errors.
MARKETING Opt-out possibilities Telemarketing without
consent illegal
E-MAIL Employers have broad a violation of privacy

rights to review e-mail

laws




ETHICAL REVIEW FP7
Article 6: "All the research activities carried out under
the Seventh Framework Programme shall be carried out in
compliance with fundamental ethical principles”.

o approval of the relevant ethics committees prior to the
start of the research activities

erespect International conventions and declarations

«Compliance with EU legislation, data protection directive
etc


http://ec.europa.eu/research/science-society/index.cfm?fuseaction=public.topic&id=362

CHECKLIST

*Does the proposal involve processing of genetic
Information or personal data (e.g. health, sexual lifestyle,
ethnicity, political opinion, religious or philosophical
conviction?

*Does the proposal involve tracking the location or
observation of people?

NO QUESTIONS ON (POTENTIAL) SOCIETAL
IMPACT
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YES

IF FOLLOW-UP PROJECTS TO PRISE
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