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The way we argue...



Governments are too eager to 
implement technology that will never 
work.





Governments should design and 
implement technologies that 
promote the existing relationships in 
society, i.e. the status quo.



“Encryption, as a practical matter, diminishes the power of 
law enforcement to do its job, and we seek only the way to 

maintain the original status quo.”
- Janet Reno, Former Attorney General of the United States



Governments should design and 
implement technologies that 
promote data protection.









The great danger is that key legal 
definitions like 'proportionality' and 
'reasonable expectation of privacy' 
rely on the general mood of the 
public.



"In my view, whether privacy expectations 
are legitimate [within the meaning of Katz] 
depends not on the risks an individual can be 
presumed to accept when imparting 
information to third parties, but on the risks 
he should be forced to assume in a free and 
open society.”

- Justice Marshall dissenting in Smith v. Maryland



• Developing data mining systems

• Use in telecommunications, financial, and 
travel sectors

• Identity 'suspect' use and report to the 
authorities

Assessing iTRACS



• Surveillance in homes?

• Intimate data?

• Interaction with protected 
communications?

Baseline



DP Compliance

• Purpose specification?

• Require new legal basis?

• Less intrusive means available?

• Sensitive data?

• Linking, fusion or analysis?

• Anonymity removed?

• Regardless of being suspect of crime?

• Transparency regarding technology use?



Context sensitive trade-off?

• interfere with human dignity?

• interfere with physical integrity?

• aggravate judicial scrutiny?

• facilitate societal scrutiny?

• aim at crime prevention? prosecution?

• apply against terrorism? organised crime? random 
crime?

• increase security  against state? in other spheres?



So, a useful exercise, but...

• How does this scale to outside the EU 
funding framework?

• Can we use this to assess government 
projects, and not those necessarily limited 
to security?



Concluding questions

Is it better to watch large systems be 
developed and fail, either in public opinion or 
technologically?
or, 
Should we try to minimise the risk of failure 
by linking systems development to reality?
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